Lesson Plan: Exploring Bluetooth Networks with Wireshark
Grade Level
High School Robotics (Robotics I/II)
Duration
1–2 class periods (45–60 minutes each)

TEKS Alignment
Robotics I (130.370):
· (c)(3)(A): Identify and explain the applications of robotics technologies.
· (c)(3)(B): Demonstrate knowledge and skills in artificial intelligence and data communications.
· (c)(5)(C): Demonstrate knowledge of safety standards related to the use of robotics systems.
Robotics II (130.371):
· (c)(3)(A): Demonstrate knowledge of the characteristics and applications of network and communication systems.
· (c)(3)(C): Demonstrate knowledge of security issues related to networked robotics systems.
· (c)(7)(A): Demonstrate safe practices when working with robotic systems.

Objectives
Students will:
1. Install and launch Wireshark.
2. Capture wireless traffic and identify Bluetooth devices in range.
3. Analyze the difference between discoverable and non-discoverable devices.
4. Discuss security risks related to leaving Bluetooth enabled.

Materials
· Computers with Wireshark installed.
· Bluetooth-enabled devices (student laptops, phones, or robotics kits).
· Projector/whiteboard for demonstration.
· Handout: “Steps for Using Wireshark to Capture Bluetooth Traffic.”

Vocabulary
· Packet Capture (PCAP): Recording network traffic for analysis.
· Bluetooth Device Address (BD_ADDR): A unique identifier for Bluetooth devices.
· Advertisement Packet: Data sent by Bluetooth devices to announce their presence.
· Sniffer: A tool that listens to and captures network traffic.

Instructional Activities
1. Engage (5 min)
· Teacher question: “When your phone’s Bluetooth is on, who can see it?”
· Quick show of Bluetooth device lists on student phones.

2. Explore (15 min)
· Teacher demonstration:
· Open Wireshark.
· Select the wireless interface that supports Bluetooth capture (or simulated dataset if hardware doesn’t support live capture).
· Show students how Bluetooth advertisement packets appear.
· Students repeat steps on their own devices.

3. Explain (15 min)
· Walk students through interpreting captured packets:
· Identifying MAC addresses of Bluetooth devices.
· Filtering for Bluetooth protocols in Wireshark (e.g., bluetooth filter).
· Recognizing the difference between broadcast (advertising) and connected traffic.

4. Elaborate (20 min)
· Group activity: Students analyze their captures to answer:
· How many Bluetooth devices are visible in the classroom?
· Which devices are in discoverable mode?
· What information could an attacker learn from these packets?
· Each group shares findings and discusses real-world risks.

5. Evaluate (10 min)
· Exit ticket / quiz:
1. What does Wireshark capture when scanning for Bluetooth traffic?
2. Why is it a security risk to leave Bluetooth discoverable?
3. How can we protect Bluetooth-enabled robotics systems from unauthorized access?

Differentiation
· Support: Provide step-by-step screenshots for Wireshark navigation.
· Extend: Advanced students can research how Bluetooth Low Energy (BLE) advertisements differ from Classic Bluetooth.

Assessment
· Student Wireshark captures (screenshots or saved PCAP files).
· Participation in analysis discussion.
· Correct answers on exit ticket.

Closure
Remind students: “Today you saw how easy it is to ‘see’ Bluetooth devices nearby. Imagine what someone with malicious intent could do if they scanned and attacked a robotics system. Securing wireless communication is just as important as building the robot itself.”

